Open Sesame - Bypassing Building Management Controls and

Tradecraft

Dan Kennedy - Senior Consultant



2] context

Background Info

= Why this talk?
= Scope
= Where did our Vigilance go?

= </rant>
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Blue? Red?
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Physical Security Controls -
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Controller Systems Diagram

Telecommunications

AN network (PSTN)

MMM Configuration utility
| | g ﬁLA
les

Management software
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Component Diagram
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Works With:

D9127 T/U POPIT Module

ZX776Z PIR Detector

ZX835 TriTech Motion Detector

ZX935Z PIR Detector

ZX794Z Long Range PIR Detector

ZX938Z PIR Detector

ZX970 Detector (10.25 GHz)

F220-B6PM 24 VDC Four-wire Addressable
F220-B6PS 12/24 VDC Four-wire

D298M/S (24 VDC) Addressable Detector Base
D278S Addressable Detector Base
FMM-462 Addressable Manual Pull Station
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Controller Enclosures
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» D102 Replacement Key

Product Page
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Enclosure Bypass
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Control Panels
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BacNet Native Controller
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Building Control Protocols

= AS-Interface = [nterbus

= BAChet = Lonworks

= CANopen = M-Bus

= CC-Link = Modbus Plus

= ControlNet = Modbus RTU & Modbus-TCP
= DeviceNet = POWERLINK

= EtherNet/IP = Profibus

= EtherCAT = Profinet-10

= FIPIO = Sercos

19/04/2016
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Net Enumeration

= Security Controller (BOSCH) TCP/UDP Port 29402, 1434
7700

= FactoryTalk Port TCP/UDP 1330-1332, 3060
= Modbus: Master/Slave - TCP Port 502
= BACnet: Master/Slave - UDP Port 47808
= LonWorks/LonTalk: Peer to Peer - Port 1679
= DNP3: Master/Slave - TCP Port 20000
= Niagra Fox TCP Port 1911
= Zigbee - TCP Port 17729-17756

= Rockwell PLC TCP/UDP Ports 2221 UDP
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Tools

= Lots of proprietary ones
= BacNet Attack Framework

= ModBus SMOD Exploitation Framework
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Exposures - Internet

Timor Port Moresby *
Lorosa‘e

Darwins

Total Results: 2,436

* Townsville
Top Services e K ol e e
DNP3 769 ol 2 Ao
Tridium Fox 539 S * Alige Springs
Modbus 248 P
General Electric SRTP 246 A?St‘ i
BAChet 181

-.Brisbane

iy gRe SR
'.qp(_alzzoﬂﬁ" -

Top Organizations

Telstra Internet 946
Pacific Internet (Australia.. 172
iiNet Limited 141 ¢
Bucan Holdings Pty Ltd 73 | e,
TPG Internet 56 MellrSdrre

- Albany © o Cadelaide
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Exposure Stats - Current

Top Services

Top Cities

1. Sydney
2. Randwick
3. Melbourne
4, Brisbane
5. Perth
6. Adelaide
7. Bendigo
8. Surry Hills
9. Hobart

. 10. Canberra

" Tridium Fox General Electric SRTP OMRON FINS Tridium Fox + SSL Siemens 57
Modbus EtherNetlP DNF3 Red Lion Mitsubishi MELSEC-Q HART-IP
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Building Automation Control Architecture

Cofulay

ARCWET My T
L LI B

f od U .

ML e Comteaiin! S e controller 7% Senev IN fine comtroer 75 Sensor  EN e contrafter 25 Sensor  Moom Contratiey mcoﬁm
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Bachet Attacks

= Enumerate all the Devices
= Announce yourself as a trusted Bacnet Router
= Flood and Takedown entire net

= Arbitrary Command Execution
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@ Frame 3: 59 bytes on wire (472 bits), 59 bytes captured (472 bits)
# Ethernet II, Src: Netgear_86:79:23 (e8:fc:af:86:79:23), Dst: Belkinin_8c:0e:d4d (ec:1a:59:8c:0e:4d

@ Internet Protocol version 4, Src: 192.168.2.108 (192.168.2.108), Dst: 76.
= Building Automation and Control Network APDU
0000 .... = APDU Type: Confirmed-rReqQ (0)
& .... 0010 = PDU Flags: 0x02
O:x: segmented Request: Unsegmented Request
.0.. = More Segments: No More Segments Follow
Savs .1. = SA: Segmented Response accepted
.100 .... = Max Response Segments accepted: 16 segments (4)

0101 = Size of Maximum ADPU accepted: Up to 1476 octets (fits in an IS0 8802-3 frame) (5)
Invoke ID: 41

Service Choice: readProperty (12
-] Objectidentifier: device, 4194303
= Context Tag: 0, Length/value/Type: 4
.... 1... = Tag Class: Context Specific Tag
0000 .... = Context Tag Number: 0O
Length value Type: 4

e e object Type: device (
.11 1111 1111 1111 1111 1111 = Instance Number: 4194303
e L %
= Context Tag: 1, Length/value/Type: 1
.... 1... = Tag Class: context Specific Tag
0001 .... = Context Tag Number: 1
Length va]ue Type: 1

Property Ident1f1er descr1pt1on (28)

B T e e e |

0001 .... = Context Tag Number: 1
Length value Type: 1
19/04/2016 pProperty Identifier: description (28)
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) Obj. Type Inst.-Nc Present Value Object Name Description

a {mlg t eXx t DEV 2935851 Cumm:3.5 beX

FIL 1 ACCConfiguration
PR 7007 Import.Prg
BV 7028 [0, INACTIVE] Be677BIrHWSAlarm
BV 7029 [0, INACTIVE] Be677BIrHWSP1Fit
BV 7030 [0, INACTIVE] Be677BIrHWSP2Fit
BV 7037 [0, INACTIVE] Beb677BoilrComSta InfNet Controller Comm Status
BV 7033 [0, INACTIVE] Beb77CHWSTempHi
ﬁ- ﬁzgizzg Z: 2:: ; :: ::2 g Port Number (Decimal) 7031 [0, INACTIVE] Be677ExFACWCO1A
128.197.238.51:bac) on net 2fith MAC 0 [am8 7032 [0, INACTIVE] Beb677ExFACWCO2A
Do 57 el SH. 43 120,197,538, Sbach s et 2 MAC DUOOIOOONST You P Addres 7038 [0, INACTIVE]  Be677ExFanComSta InfNet Controller Comm Status
st t_:ﬁ;;’;ﬁ_11;’;”3’33?5"13:;;“':,‘,'::f;’mm et ls2ie208 <l 9039 [0 INACTIVE] Be677Rm206ComSta InfNet Controller Comm Status
LT L1500 127,23 7Lk 2 WAL U000, 00070 o Wim | 7034 [0.INACTIVE]  Be677Rm206LiebTr
|Device 101: Rm@38_GXB_E 148 at 128.197.238.51:bac0 on net 2 with MAC 00:00:00:00:00:101 7040 [O} INACTIVE] BesnRTucomStat Ianet Controller Comm Status

. 249, 16, 18:bac0
249, 16, 11:bac0

7035 [0, INACTIVE]  Beb77RTUFrzStat

dl at 10.249.16.9:bac0 : o = s kDet

:Jt 10.245.96. 11:baco - X ,
at 10,249, 137.3:bach D e e 5 ¥ ChlllerSpeed Chiller VFD SPEEd
Ashford_120_JACE at 128.197.213.77:bac0 ¥ FullRarge . -

| i e aniin Beginning __ End : ChillerStatus Chiller Status
2 Beed) ! ! J ChirPF 3-5 chir power factor

at 10.249.22.9:bac0

at 10.249.30.3:bacd i | . CHWStpt Chiller Water Setpoint

A at 10,249.28.8:bac0 y
4l at 10.249.19. 2:bacd T ChwSupTemp 3-5 chilled water sup temp

at 10.249,36.3:bac0 Devices Discovere

bt 10.249.25. 12:bac0 ; uTmp CMBChiller1 CHWSupplyTemp
| B ETER. 7135 [0, INACTIVE]  CMBChirlDHWSuTmp CMBChiller1 DHWSupplyTemp

' 323025;’92;71}1::0‘0 2 ORleet o 7133 [0, INACTIVE] CMBChIr1FireAlm CMBChiller1 FireAlarmPanel
— ol .l 7143 [0, INACTIVE]  CMBHWSysBIr1Fail CMBHWSystem Boiler1Failure
BV 7144 [0, INACTIVE] CMBHWSysBIr2Falil CMBHWSystem Boiler2Failure

|Device 676100: at 10.249.96.25:bac0
IRs-aannass - at 10.249.25.11:bac0
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| BSides Chill

pe AnalogValue

I # X® Obj.Type Inst-Nc PresentValue Object Name

[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
[0, INACTIVE]
045

1.00

Description

ACCConfiguration
mport.rrg
Be677BIrHWSAlarm
Be677BIrHWSP1FIt
Beb677BIrHWSP2Fit
Beb77BoilrComSta
Be677CHWSTempHi
Be677ExFACWCO1A
Beb77ExFACWCO2A
Be677ExFanComSta
Be677Rm206ComSta
Beb77Rm206LiebTr
Be677RTUComStat
Be677RTUFrzStat
Be677RTURASmkDet
ChillerSpeed
ChillerStatus

InfNet Controller Comm Status

InfNet Controller Comm Status
InfNet Controller Comm Status

InfNet Controller Comm Status

Chiller VFD Speed
Chiller Status
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Modbus Component Architecture

19/04/2016

Modbus/TCP Masters
andloc Slaves

PLC Modbus/TCP

=

f' Application(s)
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ModbusTCP Mol i o
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Modbus P | Desi
O u S rOtoco e S I g n payload Master no payload
request
Y
* Al T payload Slave no payload payload Slave no payload
7 | Application Modbus Application Layer | response | response
6 | Presentation ] A
5 Session
2 Master ACK Done Master ACK m
4 Irans:p-urt (empty message) (empty message)
Muodbus messag-
ing on TCP
s
3 Metwork TCP Done Done
P
e 4 . L — Same Sequence Number
. Serial Line : Ethernet
2 Data Link Master HDLC Drata Link
Slave (CSMACD)
Internet Protocol Version 4, Src: 10.21.22.10 (10.21.22.10), Dst: 10.21.22.24 (10.21.22.24)
. Ethemet Transmission Control Protocol, Src Port: 43972 (43972), Dst Port: 502 (502), Seq: 1, Ack: 1, Len: 15
1 Physical RS-212 | RS-485 R5-485 Physical Modbus/TCP
:'r Modbus
Function Code: Write Multiple Coils (15)
e . - . 4 . - o Reference Number: @
0851 Modbus Serial  Modbus Plus ModbusTCP Bit Count: 12
Byte Count: 2
Data: 6108
B MODBUS magsags N —_—
- * 01011100 10000110 01001010 00000000 01101001 00000111 00000000 00001100 \.J.i...
Seart Address | Function Diata End 00101001 11001111 01000110 10111010 20001000 00000000 91000101 0020000 ).F...E.
- - - - 00000000 00110111 01000001 00011100 21000000 00000000 01000000 0020110  .7A.@.Q.
> 3.5 char 8 bits 2 bits M x 8 bits 18 bits 2 3.5 char 10111001 01011001 90001010 00010101 20010110 00001010 00001010 00010101 .Y......
00010110 00011000 10101011 11000100 00000001 11110110 01101011 01011010 ......kZ
01011001 00000011 11010101 10101110 01011010 10100110 01010000 00011000 Y...Z.P.
¢ 00111001 90001000 00101111 11011110 000000 00000000 01011001 10011001 9./...Y.
035 00000000 20000000 0000000 00001001 GOGARLE0 90001111 000PG000 00000000 ........
19/04/2016 Data , 2 bytes Packets: 152 -
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(ONONY Terminal — telnet | NNNNEEEEN137 — 80=24

pungi teln
Truing 28

Connected ‘|'||

Escape character is

S he I I S & More Falcon Telnet (comm: 2) - Asuync port used by modbus or disabled
LuﬂﬂEEtlun Stat

: Tch: l Fort

o Tch: 2 Port:
L4 / Firmware =
3: Tcb: @ Port:
: Tcb: B Port:
[ N N ] Terminal — telnet [ RS 9999 — 8024
telnet JNNIIN 206 9999 -zsh

ONS NS Terminal — telnet -.21 9990 — 80x=24

PFress Enter to go into Setup Mode

Your cho Model: Dewvice Serwver Plus+! (Firmware Code: X
Modbus/TCP to F'T|| Eur' doe Setup
11 Hetwo rk

Community Mame (public):

‘ a ’ Disable Telnet Setup (M) 7 H

le TFTP Firmware Update (H) 7 H

le Port 77FER (M) % H
Disable keb attached

External Device Server

Disable Web Setup (M) 7

* In minutes, securely connect factory floor devices to enterprise systems
= Access, monitor and control equipment over Ethernet

» Replace dedicated PCs and/or modem lines with fast and reliable Ethernet networking

« Supports RS-232, RS-422 and RS-485 communications '.QTIE':,—.EF . ..

» Includes Modbus TCP, ASCII, RTU and DF1 protocols . +iun_ . 0 " ¥ 0 s]ave)
* 15kV serial ESD protection

* Wide -40°- 70°C operating temperature range

* Environmentally-friendly RoHS and WEEE-compliant

ect Ll_lTrrl:lru:I ar param

LAV ESARY%
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SMOD >use modbus/scanner/discover

SMOD modbus( ) >set RHOSTS

SMOD modbus( ) >exploit
Module Modbus Discover Start

[+] Modbus is running on :

SMOD modbus( ) >

Module Brute Force UID Start
[+] Start Brute Force UID on : 1
[+] UID on 1 Wi i e kR

Module Read Input Registers Start Module ﬁead Coils'Funcfion Start

[+] Connecting to | . 171 [+] Connecting to 1 . 171
[+] Response is : [+] Response is :
### [ ModbusADU | ### ### [ ModbusADU ]###
translid Ox6 transld Ox7
protold Ox0 protold Ox0
len Ox5 len Ox4
unitld = Oxa unitId Oxa
### [ Read Input Registers Answer |### ### | Read Coils Answer |###
funcCode Ox4 funcCode Ox1
byteCount 2L byteCount ik
registerval= [1, 5] coilStatus= [0]
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Module Get Function Start

Looking for supported function codes on 171

Function Code 1(Read Coils) is supported.

Function Code 2(Read Discrete Inputs) is supported.

Function Code 3(Read Multiple Holding Registers) is supported.

Function Code 4(Read Input Registers) is supported.

Function Code 5(Write Single Coil) is supported.

Function Code 6(Write Single Holding Register) is supported.

Function Code 7/(Read Exception Statns) is sunnorted .
Function Code 8(Diagnostic) is Module Write Single Coil Start

Function Code 15(Write Multiplerp :
Function Code 16(Write Multipldi®] Connecting to LY

Function Code 17(Report Slave I[+] Response 1s :
- o T ### [ ModbusADU ]###
transid = Ox8
protold = Ox0
len = Ox6
unitId = @xa
### [ Write Single Coll ]###
funcCode = 0x5
outputAddr= 0x0
19/04/2016 outputValue= 0x1
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Plant-
Overview

airflow control cellar 1 fault -224A3 -
Tubing Press 0.0 0.0 0.0 PSI m Pumping and mixingstation
; PENTALOFOS 1
Casing Press 0.0 0.0 0.0 PSI VOREIOELLADIKI
AEIFORIA AVEE

Wellhead SDV

Plant Overview

= R T R
T T T
T

:
(=]
o
Y
~
—
~

GPU Pressure

-
~
44}
a
—
—

GPU Temperature

GPU Gas Flow Rate 11991.8

-
e ~N
o o

o
[=}
A

Gas Diff Press

L]

fermenter i

sec. fermenter i

46.77 I |

342.1
T e e ||
P N [ —T—

Industrieschaltanlagen

!
[=}
S
[=}
o
o
w

Gas Static Press

o
o
-

Gas Temp

Gas Today

Gas Yesterday

Gas Accum

A

LT

Oil Today

o
o
o
o
[=]
o
[=]

T

Oil Yesterday

00 |
[ ]
| |
L s |
o0 |
0o |
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Evaporator Control

OmniView Displays Historical Data Documentation

Infranet  Service User Level

Description

Z1 Freezer #1 22 Freezer #2 23 Dock#l Z4 Dock#2 25 Pckaging#1 26
swatemperee | =10.2°F | -10.7°F | 409°F @ 39.0°F | 50.8°F | 5]
Temperature Setpoint ‘ -10.0°F ‘ -10.0°F ‘ 38.0°F 38.0°F 51.0°F | V
Zone Status ‘ Cooling ‘ Satisfied ‘ Cooling Coaoling Satisfied |
Defrost Status ‘ Mot Started ‘ ‘ Not Started ‘ Not Started ‘ Not Started | N
| Il |
Liguid Run Time 04:03:45 7 ‘ 05:20:43 00:46:45 01:06:44 01:46:46 i} |
‘i Liquid ‘- Liguid ‘i Liguid ‘i Liquid ‘- Ligquid |i7
i- Suction ‘- Suction i- Fans i- Fans i- Fans ;- |
‘- Hot Gas - Hot Gas v
- Fans ‘i Fans
Fan Cycling Status Not Enabled ‘ Not Enabled ‘ Not Enabled ‘ Not Enabled ‘ Not Enabled [ N

19/04/2016

040172016 05:43:26
Aussen:
Gas OFF
Heizraum:
Boiler: ‘ GAS RESET I
Ofen VL. :

B&R Template Instant Messages
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L I B Bomba n°1 Bomba no2
e 0

Compresor n°1 Compresor n°2
02484 Horas 02485 Horas . . . ’
Fallo g g
‘ Marcha
Temp. Dep. Solenoide
100% Agua Inyeccion ‘
Desescarche

Nivel Trabajo .

Presion Aspiracion 2.48 Bar 17.04 °oC Presion Descarga 6.44 Bar el Ak .
Temp. Exterior 14.60 ©°C

Temperatura Temperatura Temperatura Temperatura Temperatura
Ambiente 6.08 oc Ambiente 7.93 oc Ambiente 2.33 oc Ambiente 292 o¢ Ambiente 10.81 oC
Temperatura

! : ] f | | | f
@® ee ee ee -
@e e e 6@

.Frio
‘ Frio ‘ Frio . Frio . Frio .Vent. Sentido 1
. . B. Desescarche ‘ ‘ B. Desescarche . Q B. Desescarche ’ . B. Desescarche ’ .Ven!. Caiisies
‘Humedad 77.2 9%Hr .Humedad 72.7 9%Hr QHumedad 84.3 9%6Hr .Humedad 77.4 9%Hr
@co2 1411 ppm @co2 1238 ppm @Hco2 1541 ppm @ co2 4293 ppm

19/04/2016
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Alarmes en cours

City Control

Treat Raw

19/04/2016

Raw Leachate

0 %

TT701

f (o]

BS ABV601

historique Parameétre

BS P601

Courbe

Mode manuel

() 1si301

O LSLL301

ASSISI[E Status: Befriebsbereit 02.04.2016 16:25:12
e T O e
/_[ Ubersicht | Speicher )| Darstellung ) Batteriesp. |Einstellungen) Stérungen )
—\!
gelieferte  bezogene Einspeisung Geladen Erzeugung
Energie
—
1= 7 ,
| a
& d
220,9 kwh 60,4 kwh 0,0 kwh
3,133 kWh 0,000 kWh 0,000 kWh
Bezug Entladen Verbrauch
Y \
111499,1 kWh 12,7 kwh 111230,5 kWh
279,984 kwh 0,000 kwh 276,851 kwh
\o /
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Schneider
& Electric

Setup Setup

Network Setup

Volts Mode
PT Primary
PT Secondary
CT Primary
CT Secondary
Ve Primary
V4 Secondary
I4 Primary
14 Secondary
I5 Primary
15 Secondary

PowerlLogic ION7650

aw-wye [

31500.00
100.00

800.0C

5.00

120.00

120.00

5.00

5.00

5.00

5.00

Nameplate Information

Owner
Tagl
Tag2

Power Meter

Diagnostic

MNominal Voltage

Va Polarity
Vb Polarity

Mormal
Normal
Ve Polarity | Mormal
V4 Polarity | Mormal
Ia Polarity = MNormal
Ib Polarity = Mormal
Ic Polarity = Normal
14 Polarity = Normal
15 Polarity = Normal
Power Quality

18187.00

Sliding Window Deman

Sub Interval 900.00

# Sub Intervals 1.00

Predicted Response 70.00

Maintenance

EMERSON.

Network Power

Monitor Categories:
i GXT
I§ Summary
i Active Alarms

-Conﬁgu ration
i Other

monitor

Summary:

control

configure

event log
Updated: March 27, 2016 12:54:19PM

support

“Wolts:

BYPASS
2440

484

W

Hz

Volts:

Charge:

BATTERY

Time Remaining: 78 min

540 V

100 %

[

i 2
QUTPUT

Valts: 2360 Vv

Amps 1.2 A

& Liebert.

(No Alarms Present

DRIl 2016-03-27 04:41:06 GMT +02:00

Meter Type 7650
Firmware Version 7650V371s
Template 7650_FAC-PQ_V3.6.0.0.0

Serial Number

M1-1407B153-04
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5071C Network Anal

2Response 3 Stimulus 4 Mkr/Analysis

Trl Tll Impedance 5. OOOU/

ps
2. 501"‘ ns

i /

[[(A—3I5Z.
2 298.57612

Tr2 s11 Log Mag 10. 00ds,

08662 M

MHZ

| 3 902.77455 MH

i 4

[I—1I57.08662 MHAZ]|
298.57612 MHzZ3

. 77455 MHZ[

Stop951ns ew] |y

Res
Analysis

Fixture
Simulator

Gating

Transform |
298.57612 MH —_—
902.77455 MH TDR

N

Start TDR

-

Conversio|

Kamin_HD

Limit Te:

Ripple Li

Bandwidth L|

Servernaya

Point Lim

Return

Fie J'] \_j \_l X]

Bochka

1 Start -500 ps IFBVY 70 kHz
E5074C Trace l I ‘ Auto li.l [ | ‘ Stop ] Data I Marker | I MarkerJ ]
OPT. TDR J Y Scale‘v Run I Sinele Mem v 3 lv ‘Searchl
Satup meters Gating Trace Control
I T T2 | 13 | T4
TDR/TDT . ® 21 | T23 | T24 |Format
\__/ A T 4 T3 | T32 T38| T34 |Stimuls Lowp
Eve/Mask T T T8 | TH | Tie[ 105

-

| - -
‘ Measure | Time Doma ¥ || Single-Enc ¥
Impedance % | [] Pesling

ass St v
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e .

Segmentation Filter

100 C&J '&) C&J N

[ ! * Aw *pped Candy 3.1 6:03:30 PM
y n y 39/16

Ogdlny
POD. TABL. PRASA FOLIARKA A FOLIARKA B ZDAWANIE TABL.
ZALACZOME ZALACZONA ZALACZONA ZALACZONA ZALACZONA
————— ————) ——————
TYP WYDAjaaooéé
PRODUKCUJI 10-1
TRYB ‘ !
() AuTOMATYCZNY
STOP =
—
Cykl [s]: 3.2 E
Cykl Sredni [s]; 57 |=
Cykle dzisiaj 4660 |=
Cykle ogdtem 1385628 E
PL t szafy [*C]: 60 =

3
b
Al

A

¢
i

19/04/2016
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An approach to alternative analysis of Building
Management Control Environments

High- Recon:
Impact, OSINT,
Low =% HUMINT,
probability GEOINT,
EQEWSTS SIGINT

Define the
target

Exploitation
&

Increase
Persistence attack
density

Measure

Vulnerability l.> degrees of l.> Course of

Probing SUCCess Action Control/Mov

ement

environme
nt doctrine

Checkpoint 1 Checkpoint 9

Vulnerability
Analysis and
Exploitation

Escalation and
Lateral
Movement

Defined and Tal'get
Atieci e Instituion

Persistence

19/04/2016



(<} 2810-bisweb.nyc.gov/bisweb/bispi00 jsp (-}
615 Mooy | Bidg Info Search Fag

bl 1-131WAS9

"VALAD COMMERCIAL MANAGEMENT LIMITED
76101 502 048
Buildings Level 6 Suite 602 151 Gastlersagh Straet Sydnay NSW 2000
NYC Department of Buildings.
Building Information Search 30Noiz00z

:é l Contex o Broperty Search | Complaints | Vioiations | Applications | Boiler Search | Gas Service Current
CURRENT Power Authorizations | Elevator Devices | Cranes & Derricks |
Search by Property

Property - Corporation

£ curex wewe 10
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The Port of Gladstone has six main wharf centres, comprising 16 wharves:

and operated

ferminal — four wharves GPC

al Terminal - one wharf and operated

GPC owned and operated by others

sland A

> Boyne Wharf - one wharf operated by Boyne Smelter

The Port of Giadstone Information Handbook prov

port’s facilities and services for ship's masters, agents and

SIGINT
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GPCy

Gladstone Ports Corporation
Request for Contractor to Enter a Maritime Security Zone

Physical Location
Co-ordinates,
Landscapes,

Geospatial Info

Assess Signals

Spectrum

{DUCTION

etails to allow us to record your induction results.

Date of Entry | ! i To i ! Reason for Entry
CIRG Tanna Coal Wharf 0 Barney Point Coal Wharf 0 Port of Rackhampton
LRZ Access 7}
0 Auckland Point Facility O Fisherman’s Landing No. 5
'WRZ Accass (Fiease indesto by ]| CIWRZ WRZ Lecation:
Please enter your name:

[pan

Please enter your email address: i‘yoot@ 127.0.0.1

thi address atthe end ofthis induction, s0 y valld email

d your ite

address. This transaript
1D card. Without it, your inductic

jon will not be processed.

Please enter your company name: ‘Bsideﬂ
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management

Use Social
Networks to
determine People,
Roles, Skill sets
and behavioural
traits

Analyse building tenant
documentation for any

sensitive or usefull info,
such as names, phone
numbers, roles

Obtain protocol
and procedures

for contractors/3™
party suppliers

» Application for GPC site identification can

HUMINT

The Pert of Gladstone has six main wharf centres, comprising 16 wharves:

» RG Tanna Coal Terminal — four wharves GPC owned and operated

> Barney Point Coal Terminal - one wharf GPC owned and operated

» Auckland Paint - four wharves GPG owned and operated by others

» Fisherman's Landing — four wharves operated by multiple companies
> South Trees - two wharves operated by Queensland Alumina Limited
> Boyne Wharf — one wharf operated by Boyne Smelters

he Port of Gladstone Information Handbook provides a detailed overview of the
jort’s facilities and services for ship's masters, agents and owners.

» Application for permanent site vehicle pas
» Notification of scheduled delivery of ship stores
» Request for contracter to enter a Maritime Security Zone
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Protection

Recon
‘ Layout ’

Timing

‘ Personnel '

Both ordinary and emergency exits, hallways, stairways
,windows, rooftops and even sewers

Observe and map all Entry/Exit points for public and staff
Location of important offices and rooms

Observe Guards and Patrol routes
Observe the type and placement of Perimeter security devices
ldentify access methods

Observe Busy times where “reception/door access” is heavily
utilised

Map staff congregation and mustering areas
Observe type of Lanyard and Access Pass/Card technology
used
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High Value Targets

MDF Room

Building Facilities Management Office
Security Controller

Plant Room

Electrical Communications
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PLAZA BUILDING
MDF ROOM

P.A.B.X. ROOM
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Vulnerability Probing

i. Human: Employee Protocols, Procedures and Behaviours

ii. Human: Building Management Personel Reachability

iil. Technology: Perimeter and Internal Intrusion Monitoring Controls and Countermeasures
iv. Technology: Gate/Door/Elevator Access controls

v. Technology: Signals emanation & manipulation, BCS Exposures

vi. Technology: Door Controls

vii. Processes: Building Automation (Elevators), Security Gates, Service Entry Carpark,

viii.Processes: Identity Validation
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Identity Validation

|HackingTeam|

In caso di smarimenlo consegnang a:
HT Sd, Via dalla Moscova, 13 - 20121 Milans www.hackingteam.com
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Business Cards
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HMI RFID Cards & KeyPads

= RFID Cloning

= Circuit Jumper | Splicing
= Ultra Violet Ink

= Earth Magnets

(HID

ProxCard"I1
19/04/2016
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Circuit Jumping

Most alarm/sensors are protective circuits

The notion of “open” and |
“closed” circuit is important +

P v() R
locate the wires to and from the circuit and

jumper them to bypass the entire system.

Door Proximity Controllers usually 12v

Watch for Anti-Tampering Measures
(opened circuits) :-)
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Magnetic Contact Switch Doors

= Magnetic switch most common of hardwired components

= Two individual pieces, the switch and the companion magnet

SENTROLS
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Service Elevators

= Fire Emergency Services Elevator Key

= Security Key override

= Lift Surfing

SR (e

19/04/2016



2] context

Lever Doors
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And some ftw moments
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Exposed Wiring
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Any Questions? Dan.kennedy@contextis.com
Greetz bsides team, rich, context, gio, david, petr, kurt, andrew and chris :-)



